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HHeTpykuusa no oGecneyeHn1o HH(POPMANHOHHON Ge30NaACHOCTH NPH
HCIIOJIbL30BaHuH ceTH MHTEpHeT

KomnblotrepHbie BHpYCHI

KOMITBIOTEPHBIA BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX MPOTPaMM,
OTIMYUTEIIBHOM OCOOEHHOCTBIO KOTOPOH SBISIETCS CIIOCOOHOCTE K PA3MHOMKEHHIO.
B nomonuenyne K 3TOMy, BUPYCHI MOTYT MOBPEIUTE MM HOMHOCTBIO YHHUITOKUTE
Bce (aiiibl ¥ TaHHBIE, OIKOHTPONBHbIE MOTB30BATENIO0, OT UMEHH KOTOPOTro Ghuta
3aIyllieHa 3apakKeHHas MporpaMma, a TakXKe [MOBPEIUTh WK JaKe YHUYTOXHUTH
OIEPAlMOHHYIO CUCTEMY CO BCeMHM (paillaMH B LieJOM. B GOJbIIHHCTBE Ciiy4yaes
PacmpoCTPaHsIFOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 32lIMTHI OT BPEAOHOCHBIX MPOrPaMM
1. Wcnone3ydl coBpeMeHHBIE OIEpAlMOHHBIE CHCTEMBI, HMEIOIINE CEephe3HbIN
YPOBEHb 3aIlUTEL OT BPEJOHOCHBIX TPOTPAMM.
2. IlocrosuHo ycraHapnuBaif mnartuk (UM(pPOBBIE  3aIIATKH, KOTOPHIE
aBTOMATHYE€CKH yCTaHABIUBAIOTCSA C LENBIO JOPadOTKU MPOTPAMMEI) U IpyIue
OOHOBIICHHs CBOGH ONepaloHHOM cHcTeMmbl. CkaduBail WX TONBKO C
opuumanbHOro  caiita  paspaborumka OC. Eclam  cymecTByeT — pexuM
aBTOMaTHYECKOr0 OOHOBIIEHUS, BKIIIOYH €T0.
3. Pabora#i Ha cBoeM KOMIbIOTEpDE [IOJ MpPaBAMH IIOJNB30BATENsA, a He
aIMMHKCTPAaTOpa. JTO HE IIO03BOJUT OONBLIMHCTBY BPEJOHOCHEIX MPOIPaMM
HHCTAJUIUPOBATECS HA TBOEM IIEPCOHATEHOM KOMITBIOTEDE.
4. Hcronb3yd  aHTHBHpYCHBIE  MpOrpPaMMHBIE  NPOLYKTHI  H3BECTHBIX
IIPOU3BOJIUTENIEH, C aBTOMATUIECKUM OOHOBIIEHHEM 0a3.
5. Orpanu4s QusKMuecKni TOCTYI K KOMIBIOTEPY AT ITOCTOPOHHIX JIHIL.
6. Wcrons3yll BHemIHMe HocuTeny uH(OpMAIMH, TaKHe KakK (IEINKa, JUCK K
(aiin u3 MHTepHeTa, TOJIBKO U3 IIPOBEPEHHEIX HCTOUHHKOB.
7. He oTKpbiBalf KOMIBIOTEpHBie (aiillbl, MONYYeHHBIE W3 HEHALEKHBIX
MCTOYHUKOB. [laxxe Te aiiibl, KOTOpbIC MPHCIAT TBOW 3HAKOMEIH. JIyUle yToYH:
y HETro, OTIPABIISLI JIK OH Tebe HX.

[BY



Cetu WI-FI

Wi-Fi - 9T0 He B Mepenayn JaHHBIX, He TEXHOJOTH, a BCero JIHILIb OpeHs,
mapka. Eme B 1991 romgy HumepiaHackas KOMIIAHHUS 3aperiucTpupoBalia OpeHn
"WECA", uro ob6osnauano crnoBocodyeranue "Wireless Fidelity", xotopslii
nepeBOAUTCS Kak ""0ecipoBOIHAS TOUHOCTH" . '

Jlo Halllero BpeMEeHH NOIITa apyras ad0peBuaTypa, KoTopas ABIIIeTCs TaKOU
e TexHoyiorued. Dto abb6peBmarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO ¢
HAMEKOM Ha CTaHmapT BbICIIe# 3BykoBod TexHuku Hi-Fi, uTo B mepesone
O3HaudaeT "BBICOKASI TOUHOCTH'".

Ha, OecruiaTHBI UHTEPHET-IOCTYT B Kade, OTeNsAX X aspoloprax SBISeTCs
OTJIMYHOM BO3MOXXHOCTBIO BhIXOZa B MHTEpHET. HO MHOrHMe 3KCIEpTh! CUMTAIOT,
4TO
obmenoctynusie Wi-Fi cetn He ABISIFOTCS O€30TaCHBIMHU.

CoBetbl o Ge3omacHocTH padoThl B 00MIe0CTYNHBIX ceTax Wi-fi
1. He mepenaBaii cBOO THUHYIO HHGOPMAIHIO Yepe3 00menocTynabie Wi-Fi ceTu.
Pabotar B HuX, )KelaTeIbHO HE BBOAWTH MMApPONU OCTYIA, JOTUHBI H KaKHe - TO
HOMeEDaA.
2. Wcrionb3yil 1 OOHOBIISIM aHTUBHPYCHBIE IPOTpaMMBl U OparaMayep. Tem cambiM
TBI 00€30MacHIIlb ce0sl OT 3aKauyKK BUPyca Ha TBOE YCTPOHCTBO;
3. Ilpu ucnionp3zoBanuu Wi-Fi otkimoun dyskiuio "OOmui goctyn x Qainam u
npuHTepam". JlaHHas (YHKIUS 3aKphiTa MO YMOJYAHHUIO, OJHAKO HEKOTODbIE
II0JIb30BaTENU aKTUBHUPYIOT €€ s yI00CTBa MCTIONB30BaHMsl B padoTe wiu yuebde.
4. He ucnons3yit myonuuneiii WI-FI nns mepenadu MUYHbBIX NTaHHBIX, HAIPHMED,
IUIS BBIXOZIA B COLIMANIBHBIE CETH WX B 3JIEKTPOHHYIO IIOYTY.
5. Wcnons3y#t Tonpko 3amuiieHHoe coemuHenne yepe3 HITPS, a ve HTTP, te.
pu
Habope Beb-aapeca BBOIM UMEHHO https://.
6. B wmo6unsHoM Tenedone otkmoun ¢yakuuro 'TlommoueHune k- Wi-Fi
aBToMatuyecku'. He pomyckall aBTOMaTH4eCKOIro IMOAKIIIOYEHMSI YCTPOHCTBA K
ceTssM Wi-Fi 6e3 TBoero cornacusi.

CouunasibHble ceTH
ConuanpHble ceTU aKTUBHO BXOJAT B HAIy XU3Hb, MHOTHE JIFOIU padoTaroT
U XXKUBYT TaM IIOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MUILIAAP HETIOBEK,
YTO SBIIIETCS ONHOW CEIBMOU BCeX >KHUTelel IaHeTsl. MHOrHe oib30BaTeNly He
IIOHMMAIOT, 4YTO HH(pOpMAIUs, pa3MelleHHas UMH B COLMAJBHBIX CETAX, MOMKET
OBITH HalileHa W KCIIONb30BaHa KEeM YTONHO, B TOM HHCIE HE OO0S3aTENbHO C
OnmaruMu HamepeHusIMU.

OcHoBHBIE COBEThI 110 0€30MACHOCTH B COMHANLHBLIX CeTHAX
1. Orpanuus crucok npy3eit. Y TeOs B OPY3bsSX HE MOJDKHO OBITE CIIyU4aWHBIX U
HE3HAKOMBIX JIFOIEH.



2. 3ammiail CBOX YacTHYIO JKH3Hb. He yKassiBall Iapo.w, Tele(oHbI, agpeca,
naTy

TBOEr0 POXIEHUS W APYTYIO JIHYHYI0 MH(POPMALXIO. 3NOYMBIILICHHUKH MOTYT
HCIIONIF30BaTh Haxe MH(MOPMAIUIO O TOM, KaK Thl B TBOU POINUTENH MJIAHAPYETE
MPOBECTU KaHUKYJIBL.

3. 3amuminail CBOK PeryTalMIO - [IepXH ee B YHCTOTE H 3aj1aBail cebe BOIpPOC:
XOoTel 6Bl Thl, YTOOBI APYrHe MONB30BATENH BHAETH, HYTO ThI 3arpyKaeiuls?
IMomymali, Iipesx/ie 4eM 9T0-TO OMyDIMKOBaTh, HANUCATh 1 3arPy3UTh.

4. Ecau Tl TOBOPHIIB C JIOABME, KOTOPBHIX HE 3HACIIb, HE HCIONB3YH CBOE
peanbHOe

MMS M JIPYTYIO JIHIHYIO HH(OPMAIM{: MMsI, MECTO JKMTENBCTBA, MECTO y4eObl U
mpouyee.

5. Ws6eraii pasmemenus Qororpaduii B MHTepHeTe, rae Thl H300paxeH Ha
MECTHOCTH, II0 KOTOPO# MOYKHO OIPeeNIUTh TBOE MECTOIIOTIOXKEHHE.

6. IIpu perncrpanuy B COLMANBHOH ceTH HEOOXOAUMO MCIOJB30BAaThH CIIOKHBIC
[apOJIH, COCTOSIIHE U3 GYKB i LUGp U C KOTHYECTBOM 3HAKOB HE MeHee &.

7. Jlnst cOLMANBHOM CeTH, MOYTH W APYTHX CalTOB HEOOXOMMMO HCIIOJIB30BATH
pasHele maponu. Torma eciau TeOs B3JIOMAOT, TO 3JIOYMBIIUIEHHHKH IOIyHarT
JIOCTYII TOJBKO K OHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbIH

DIEeKTPOHHBIE JIEHBIH - 3TO OUEHb YAOOHBIN criocob 1uiatexkeii, OHAKO
CYLIECTBYIOT MOIICHHUKHU, KOTOPBIE XOTAT TOMYYHUTh 3TH JEHBIH.

SNEeKTPOHHLIE A€HBTH MOSBUIIICH COBCEM HEABHO U UMEHHO H3-32 5TOTO BO
MHOTHX FOCyIapCTBax 0 CHX IOpP HE MPONKCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM QYHKIHOHUPYIOT M O HHAX yXK€ MPOMHUCAHO B 3aKOHE, IIe
150
Pa3eNsOT HA HECKOJIBKO BHUJOB - aHOHWMHBIE ¥ HE aHOHMMHBIE. Pasnuiia B TOM,
YTO aHOHHMHBIE - 3TO Te, B KOTOPBIX paspelliaeTcsi IPOBOIHUTH omepanun 6e3
ANeHTU(GUKALIMN TTOJB30BaTeNIs, @ B HEAHOHUMHBIX MIEeHTU(PUKALNS TOIb30BATENs
SIBJISIETCS 00SI3aTEILHOM.

Taoke cledyeT pasinuyath OJI€KTPOHHBIE (UaTHblE [OEHbIU (paBHBI
rOCy[JapCTBEHHBIM BAJIOTaM) U 3IEKTPOHHEIE He(UaTHbIC NCHBIY (ne paBHBI
rOCYIapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 0 Oe3o0nacHOi padboTe ¢ 3IeKTPOHHBIMY JeHbIAMH

1. TpuBsky K cueTy MOOGHIBHBINA TeieoH. DTO caMbifl ynoGHBIA U OBICTPBIA
croco6G BOCCTAHOBUTH JOCTYII K c4eTy. [IpHBsS3aHHBIA TeIe(MOH TTOMOXET, eClU
3a0yelnb CBOW IJIATEXXHBIM Mapolh WX 3ailelb Ha CaliT C HEe3HaKOMOro
yCTpOMCTBA.

2. MUcmonesyi i omHOpasoBele maposu. Ilocine mepexona Ha YCHICHHYIO
aBTOpH3allKio Tebe yxe He OydeT yrpoXarTh OTAacHOCTb K&Ky WM Iepexsara
TJIATEKHOT O T1apoJisl.



3. Boibepu ciosxHbli mapons. [Ipectynnukam 6yaeT He IPOCTO YragaTh CIOKHBIN
napons. HanexHsie maponu - 3T0 mapoiu, KOTOphIe COAEPKaT He MeHee 8 3HAKOB
u

BKJIFOYAIOT B Ce0sl CTPOYHBIE U IIPONTUCHBIE OYKBBI, MPPEI 4 HECKOIBKO CHMBOJIOB,
TaKMe KaK 3HaK aoiiapa, (yHTa, BOCKIHLATENBHBIH 3HaK u T.1. Hampuwmep,
$tROng!

4. He BBOIIM CBOM NTMYHEIE IAHHBIE HA CANTaX, KOTOPEIM HE JOBEPSICLIb.

JJIeKTPOHHAsI I0YTA
DNeKTpOHHAs TI0YTa - 3TO TEXHOJIOTHS U IPEIOCTABIIIEMBIE €10 YCIYTH 110
NEePECHUIKE ¥ NOJYICHHUIO 3JICKTPOHHBIX COOOILEHHH, KOTOPBIE pacrpelesroTcs B
KOMIIBIOTepHOW ceTH. OOBIYHO 3JEKTPOHHBLIA IIOYTOBBIH SIIIUK  BBIMISIUT
CIIEYIOLUM 00pa3oM: UMsl_TOJTb30BaTeNA(@UMs_ToMeHa. Takke KpoMe mepenadu
IIPOCTOro TEKCTA, NMEETCs] BO3MOXKHOCTb NepeaBaTh (haiiisL.

OcHoBHBIE coOBeTHI M0 Ge30macHoi paboTe ¢ JIeKTPOHHOH MOUTOM
1. Hano Bbi6paTh mpaBUIIBHBIN [OYTOBBIA cepBuc. B MHTepHeTe ecTbh OTPOMHBIH
BBIOOp OECTUTATHBIX TOYTOBBIX CEPBHCOB, OMHAKO JYHIIE LOBEDPSTH TEM, KOTO
3HACIIIb ¥ KTO IEPBBIM B pEHTHHTE.
2. He yxaseiBall B NHYHOH MOYTE NMYHYIO HHAOPMALLIO. Hamnpuwmep, ayurie
BBIOpATh "My3bIKaNbHBIH_(panar@" uny "pox2013" BMecto "Temal3".
3. Mcrions3y#i NBYX3TallHYyIO aBTOPH3ALMIO. JTO KOTJA IOMHMO Hapos HY>KHO
BBOJIUTE KO, IPUCHLIAEMBIH 110 SMS.
4. Beibepu croxHbIH naposs. s KaXI0ro Io4TOBOro SIITYKA OOJDKEH OBITE CBOM
HaJIeXHbBIA, YyCTONUUBEIN K B3IIOMY MapoJb.
5. Ecitv ecTh BO3MOXHOCTE HalUcaTh CAMOMY CBOM JIMUHBIN BOIIPOC, UCTONB3YH
3Ty
Bo3moxHoCTE.
6. Mcrionb3y# HECKOIBKO [OYTOBBIX SAIMMKOB. IIepBbIil Wis YacTHOM IIEPETUCKHU C
afpecatamMy, KOTOPBIM Tbl JOBEpsiellb. OJTO 3JIEKTPOHHBIM anpec He Hamo
HCIIONIB30BaTh MMPH PETUCTPAUK Ha hopymax U caiTax.
7. He otkpeIBaii daiisiel u qpyrue BIOKEHHS B ITUCHMAX, NA%e ecTy OHHU NIPUILTU
oT
TBOMX Npy3el. JIyHllle yTOYHM y HUX, OTIPABISUIA JI OHH Tebe 3TH baiiisL.
8. Tlocnie oxoHuaHUsA PaBOTHI Ha MOYTOBOM CEpPBHCE IIEpe 3aKpBITUEM BKIAIKH C
CalTOM He 3a0y b HaxaThb Ha "BeriiTu".

Ku6epOy11HHr /1M BUPTYa/lbHOE H3JeBATENLCTBO
KubepObymmuar - IPECIeIOBaHHE  COOOIIECHUSMHY,  COAEPKAIIUMHU
OCKOpOJIeHNS, arpeccuro, 3aIllyTUBaHUE; XYJIUTaHCTBO; COILIMAIbHOE
OOMKOTHPOBaHKE C IIOMOTIIBIO Pa3TUYHBIX HHTEPHETCEPBUCOB.

OcHoBHbIe coBeTsI 110 Gopnie ¢ KUGEPGY.LIHHTOM



1. He 6pocatics B 60i. JIyumiuii crioco6: TOCOBETOBATBCS Kak ceOsl BECTU, U eCIi
HET TOro, K KOMY MOXXHO OOpaTUTLCS, TO BHaUaJle YCIIOKOUThCs. Eciu Thl HauHelib
OTBe4YaTh OCKOPOJEHUSIMU Ha OCKOPOJIEHHs, TO TOJNBKO elle OOJIbIIe Pa30ykiKelhb
KOH(JIUKT.

2. YnpaBisiid cBoel KubeppernyTaiyei.

3. AHOHHUMHOCTH B ceTd MHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTE, KTO CTOUT 34
AHOHUMHBIM aKKayHTOM.

4. He crtoutr BecTH XynuraHckuiéi oOpa3 BUPTyaJbHOH XW3HH. VIHTepHeT
(buKCHpyeT BCe TBOM NEHCTBHS W COXpaHseT WX. YIaluTs WX OymeT KpaiiHe
3aTPyAHUTENBHO.

5. Cobnronail CBOKO BUPTYaTBHYIO Y€CTh CMOJIOIY.

6. Urnopupy# enuHUuHbIN HeratuB. OIHOPA30BEIE OCKOPOUTEBHBIE COOOIIEHNUs
nydille uraopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha HadalbHOH CTaauu.

7. ban arpeccopa. B mnporpammax oOMeHa MIHOBEHHBIMH COOOLIEHHSME, B
COLIMAJIbHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTITPaBKH COOOIIEHUH C
OIIPENENIEHHBIX aiPECOB.

8. Ecae TBI cBuuertens kubepOysutuura. TBou NeHCTBUS: BBICTYNHTH MPOTUB
npecieqoBartelis, I0Ka3aTb €My, YTO €ero HEeUCTBHUS OLEHMBAIOTCS HETraTUBHO,
NOAJEpKaTh JKEPTBY, KOTOPOW HYXXHa IICHXOJOTMYecKas TMOMOIIs, COOOIIUTE
B3POCJIBIM O (PaKTe arpeCCHBHOTO MOBENEHUS B CETH.

MoOunabHbIl Tesie)oH

CoBpemenHble cMapTHOHEI U TIAHIIETHI COAEPHKAT B cebe BIIOIHE B3POCIBIA
QyHKLHMOHATA, ¥ Teneppb OHH MOIYT KOHKYPHPOBATHE CO CTALMOHAPHBEIMH
KOMIIBIOTEPAMHU.

OnHako CpeAcTB 3alUTHl JJIss MOMOGHBIX YCTPOMCTB IMOKA OYEHB MAjio.
TectupoBaHKe U MOUCK YSI3BUMOCTEN B HMX IMPOUCXOMUT HE TaK UHTEHCHBHO, KaK
nis IIK, 1o sxe camoe kacaeTcst 1 MOOUIBHBIX IPUIOKEHHIA.

CoBpemeHHble MOOWIBHBIE Opay3epbl YK€ IPAKTHYECKW OTHAIH
HacTOJBHBIC aHaJOTH, OJHAKO paclupeHue (QyHKOWOHATa BIeueT 3a coboif
OOJIBLIYIO CIIOKHOCTE M MEHBIIIYIO 3AIUIIEHHOCTb.

Jlanexo He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBJIEHHS, 3AKPLIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH IJISI CBOUX YCTPOKHCTB.

OcHoBHbIEe COBETHI 1151 5€30MACHOCTH MOOHIBLHOTO TesiedoHa
L Huyero me sBnsieTcs mo-HacTosieMy GecIUIaTHBIM. Byb OCTOPOXKEH, BElb
Korma Tebe mpeaIaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITEI KaKKe-
TO IUIATHBIE YCIIYTH.

2 Hymaii, npexxae 4eM oTnpasutb SMS, GpoTo wim Braeo. Thl TOYHO 3HAEHIb,
re oHu OyIyT B KOHEUYHOM HTOre?

5. Heobxonumo 00HOBIATE ONEPAlMOHHYIO CUCTEMY TBOEro cMapThoHa.

4. HWcnonb3yil aHTUBUPYCHBIE TIPOTPaMMBI JUIs MOOUIILHEIX Tene(hOHOB.

B He 3arpyxali IpHIOXXEHHUS OT HEM3BECTHOIO HUCTOYHHKA, BEIh OHH MOTYT

COACPXKATh BPEAOHOCHOE NPOrpaMMHOE obecreyeHue.



6. ITocnie TOro Kak ThHI BBEIAIEINE ¢ caliTa, TIe BBOAWI JIMUHYH WHOOPMAaLHIO,
321 B HACTPOUKH Opaysepa u ynaiu cookies.

i [Teproauyecku mpoBepsi, Kakue TIaTHbIE YCIyT'H aKTUBUPOBAaHEBl HA TBOEM
HOMEpE.

8. HaBati cBoii HOMep MOOWIBHOTO Tele(OHa TOJBKO JIOIAM, KOTOPBIX TEI
3HAEIb U KOMY OBEpPSeIlb.

9. Bluetooth momkeH OBITH BBIKITHOYEH, KOTJA Thl MM HE MOJb3yellbcs. He
3a0bIBall MHOT 2 MTPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHBIE  OHJIAMH-UTPBI - 3TO KpacOuHbIE, 3aXBaThIBAIOLLKE
pasBlleueHus], OOBEOUHSIONINE COTHH THICAY HENOBEK MO0 Bcemy Mupy. Mrpoxu
UCCJIeNYIOT AaHHBIA UM MUp, OOILIAIOTCA OPYr C APYTOM, BBINOJHSIOT 330aHUf,
CPXXAIOTCS C MOHCTPAMH ¥ TMOJy4arOT OIbIT. 3a YIOBOJBCTBHE OHM ILIATAT:
MOKYTIat0T AKCK, OTUIAYMBAIOT a00OHEMEHT WJIA IPUOOPETAr0T Kakue-To onuuu. Bee
3T CpeAcTBa HUAYT Ha TMOJJEpkKaHWe W pa3BUTHE WIPE], a TakXXe Ha camy
6e30macH =Th: COBEPIIEHCTBYIOTCS CHCTEMBI ABTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naTtud (qugpoBbIe 3aIIaTKY ISl TPOTPaMM ), 32KPbIBAIOTCA YA3BUMOCTU CEPBEPOB.
B momoGHBIX uUrpax CTOHUT OmacaThCsi HE CTOJBKO CBOKX COIEPHUKOB, CKOJIBKO
KpaXkKd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMAa aBTOPH3aluK OONIBIIMHCTBA
Urp.

OcHoBHbIE COBeTHI N0 §€30MacHOCTH TBOEr0 HIPOBOI0 AKKAYHTA
1. Eciu pgpyroi#t urpok BenmeT cebsi TIOXO WM co3faeT Tebe HempUsTHOCTH,
3a0JIOKHpY# eTo B CIIUCKE UTPOKOB.
2. Iloxanyiica anMUHHCTpaTOpaM HWIrphl Ha IUIOXO€ IMOBENEHKE 3TOr0 UIpOKa,
XKENaTeNIbHO IIPUJIOKUATH KaKUe-TO JOKa3aTeIbCTBA B BULE CKPHAHOB.
3. He yka3siBali nuuHyo uHdopmanuto B mpodaiisie urpkl.
4. YBaxail Ipyrux y4acTHHUKOB TI0 UTDe.
5. He ycranasnuBai HeoQUIIMAIbHBIE TATYH ¥ MO/IBL.
6. cnonb3yii c0XKHbBIE U pa3Hble TapoJIu.
7. [laxxe BO BpeMs UT'Pbl HE CTOUT OTKIIIOYATh aHTUBUpPYC. [ loka T urpaeiiib, TBOH
KOMITBIOTEP MOTYT 3apPa3uTh.

@HINNHT WIH KPaKa JHYHbIX JaHHbIX

OObIYHON KpaXkel JeHer W NOKYMEHTOB CErofHS YK€ HHUKOTO HE YIUBHUIIE,
HO C pa3BUTHEM HHTEPHET-TEXHOJOTUNA 3JIIOYMBIIUIEHHUKH NEPEMECTUIIUCE B
UHTEPHET, U NPOJIOIDKAIOT 32aHUMATHCS " MTFOOUMBIM" JIETIOM.

Tak mosBunach HOBas yrpo3a: WHTEPHET-MOIICHHAYECTBA WK (DUILUHT,
[JIaBHAs LEeIb KOTOPOIO COCTOUT B TONYYECHWH KOHQWACHIIMATHHBIX NaHHBIX
IIOJIE30BATENEeH - JIOTUHOB U naposiel. Ha anrnutickom sizeike phishing untaercs
xaK uuuHr (ot fishing - peiOHas jioBnst, password - MapoJs).

OcHoBHbIE COBeTHI 0 6ophie ¢ PUIIHHIOM



1. Cnenu 3a cBoMM akkayHTOM. EcIid ThI TI0Z[03peBaellb, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HeoOXoOuMO 3a0JIOKHPOBaTh €€ W COOOIIMTH aIMUHKCTPATOpam
pecypca 00 3TOM KaK MO>XHO CKOpEE.

2. Hcnone3yii Ge3omacHble BeO-caifTbl, B TOM WYHCIE, MHTEPHET-MarasdHOB U
MTOMCKOBBIX CUCTEM.

3. Mcnons3yii CIIOXKHBIE U pasHble mapoiu. Takum o0pa3oM, eciiu Tebs B3IOMaroT,
TO 3JI0YMBIIIIEHHHKH TIOJIYy4aT JOCTYT TONBKO K OTHOMY TBOEMY IMPO(HIIIO B CETH,
a He KO BCEM.

4. Ecnu Tebs B3TOMANK, TO HEOOXOOUMO MPENYNPENUTE BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBIEHBI y TEOSI B IPY3bsIX, O TOM, UTO T€0S B3JIOMaJIH U, BOSMOXKHO,
OT TBOETO UMEHU OYJIET PaCcChUIATHCS CTIaM ¥ CChUIKM Ha (DUIIMHIOBBIE CANTHI.

5. YcranoBu HanexHbid napoib (PIN) Ha MOOUITBHEIN Tene(oH.

6. OTKII04M coXpaHeHue mapodsi B Opaysepe.

7. He oTkpsiBait daiiiel u gpyrue BIOKEHUS B MHChMaxX, NaXKe €CIIYM OHU IPULITH
oT

TBOMX Jpy3eit. JIydllle yTOUHM y HUX, OTIPABIISUIH JIU OHU Tebe 3Tu Qaisl.

Hudposas penyranus

[{udposas pemyTaiius - 3TO HeraTWBHAs WM MO3UTHBHas MH(OPMAalys B
ceTH o Tele.

Komnpomertupyromas uHdopmaius, pa3MelleHHasi B HHTEPHETE, MOMKET
Ceppe3HBIM 00pa3oM OTpasdThCs Ha TBOelW peanpHON ku3HH. "Liudposasd
pemyTaius" - 3T0 TBOM UMUK, KOTOPEIH Gopmupyetcs 13 uHpopManuu o Tede B
UHTEPHETE.

TBoe MecTo KHUTENbCTBa, Yy4eObl, TBOe (DHHAHCOBOE TIIOJOXKEHHUE,
OCOOEHHOCTH XapaKTepa U paccKasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorvie TOAPOCTKM JETKOMBICIEHHO OTHOCSTCS K IyONUKallUK JIUYHOU
uHpopmaiuu B MHTepHeTe, He TTOHMMAs BO3MOKHBIX TMOCHenCTBHM. Thl naxe He
CMOXelIllb 1orafaThCs 0 TOM, 4uTO doTorpadus, pasMeIleHHas 5 JIeT Ha3al, cTana
IIPUYMHOMN OTKa3a NPUHATH TeOs Ha paboTy.

KommenTapuu, pazmerienre TBoux Gororpaduil U Ipyrue NeHCTBUAS MOTYT
HE MCUE3HYTh JaXKe IOoclie TOro, Kak Thl WX yIOaIWIlb. Bl HE 3HAEHb, KIO
COXpaHMJI 3Ty UH(OPMAIWIO, TOMaja JHd OHAa B [IOUCKOBBIE CHCTEMEI U
COXpaHMJIaCh JIM OHa, a [JIaBHOE: UTO MOXYMAaioT O Tebde OKpYyKarollue JIOLH,
KOTOpbIEe HaayT U yBUAST 5T0. HaliTy wHMOPMAIIUMIO MHOTO JIET CIIYCTS! CMOXET
M000H - KaKk U3 HOOPBIX MOOYXIEHUH, TaK U ¢ HAMEPEHUEM NPUYUHUTE BPEL. JTO
MOXET OBITh KTO YTOJIHO.

OcHoBHBbIe cOBeTHI M0 3aiuTe HHuGPoBOIl penyTauHH
1. Ilonymaii, mpex e 4eM 4To-TO IMyOJIUKOBATh U Iepe/laBaTh y cels B OJiore UK B
COLIMAJIbHOM CETH.
2. B HacTpoiikax mpoduis ycTaHOBY OrpaHHYeHUs Ha MIPOCMOTP TBOETO MPOQuIs
U €ro COIEPXKUMOTO, CENaid ero TOJNBKO "I Apy3en’.



3. He pasmemait u He yka3biBail WHQOPMAIHIO, KOTOpasi MOXET KOro-iubo
OCKOPOJISATE MIH OOMKATh.

ABTOpCKOE NMPaBo

CoBpeMeHHBIE IIIKOJBHUKA - AaKTHBHBIE IIOJIB30BATENH  LHU(POBOTO
mpoctpancTBa. OJHAaKo nameko He BCE 3HAKOT, 4YTO I[10J30BaHHE MHOTHMU
BO3MOXKHOCTSIMU ~ IMiGpoBoro  Mupa TpebyeT  coOmrogeHus  IIpaB  Ha
HUHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMmuH "WHTeNIeKTyanbHasT COOCTBEHHOCTB"' OTHOCUTCS K Ppa3IHYHBEIM
TBOPEHUSIM 4YeJIOBEUECKOro yMa, HauWHAas C HOBBIX HM300pETEHUH ¥ 3HAKOB,
0003HaYaroI1X COOCTBEHHOCTh Ha MPOAYKTHI ¥ YCIyI'M, U 3aKaHYMBas KHUTAMH,
doTorpadusmMu, KUHO(QUIBMaMHU ¥ MY3bIKaTbHBIMU IPOU3BEAECHUIMHU.

ABTOpCKHE TpaBa - 3TO IMpaBa Ha WHTEIJIEKTyaJlbHYI0 COOCTBEHHOCTL Ha
MPOU3BEEHNUS HAYKH, JINTEPATYpPhl U UCKYCCTBA. ABTOPCKME IIpaBa BBICTYIIAIOT B
Ka4gecTBe TapaHTHU TOTO, HTO HMHTEIUIEKTYyaJIbHBIN/TBOPUECKUH TPyl aBTOpa He
OymeT HampacHBIM, IacT €My CIpaBeJIUBEie BO3MOKHOCTH 3apaboTaTs Ha
pe3yJbTartcX CBOEr0 TpyHa, MOJYYWTh W3BECTHOCTh W Mpu3HaHue. Hukto 0e3
pa3pelieHuss aBTOpa HE MOXKET BOCHPOU3BOIUTE €r0  IIPOHU3BENEHHUE,
pacmpocTpaHsiTh, IyONWYHO JEeMOHCTPUPOBaTh, MIPOJABaTb, HMIIOPTUPOBATE,
MycKaTh B TIPOKAT, MyOJWYHO HCIOJIHATH, MOKA3bIBATH/UCIIONHATE B 3(QUpE UK
pasmerrars B MlHTepHeTe.

Hcnons3oBaHue "muparckoro”  MpOrpaMMHOIO  OOECHEYEHHs] MOXKET
IPUBECTH K MHOTMM pHCKaM: OT MOTEpPHM MAHHBIX K TBOHMM aKKayHTaM JoO
OIOKMPOBKH TBOETO YCTPOWCTBA, IIie yCTaHOBIEHa HeNerajibHas nporpamma. He
CTOUT Takke 320BIBaTh, YTO CYIIECTBYIOT JIETANbHBIE U OECIIaTHBIE IIPOrPaMMBI,
KOTOpBIE€ MO>KHO HAlTH B CETH.

O noprane
CereBuuoK.pd - TBOU IMaBHBIN COBETYHK B CETU. 3[ECH Thl MOXKEIIb y3HATh
0 0e30macHOCTH B CETU MOHSITHBIM U OCTYIHBIM SI3BIKOM, a IIPU BO3HUKHOBEHUU
KPUTUUECKOW CHUTyallud OOpaTHTBCS 33 COBETOM. A Takke NPUHITH y4acTHE B
KOHKypcax U cTaTh caMbIM HUMPOBBIM IpakIaHuHOM!



